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	In the introduction, you may read about the past, present and future of the product.

	
	

	
	

	
	

	
	By now almost all banks have an electronic system which makes daily work easier for customers, so the customers only need to visit their bank branch when it is absolutely necessary.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Foreword

	
	In Hungary, the intensive spread of electronic banking systems began in 1994.

	
	Budapest Bank Business Terminal service provides an electronic link between Budapest Bank and the Customer. It supports fast and safe dataflow, and minimises the number of human interventions and potential errors. 

	
	With the system, users can record their bank orders on their own computer and send them to the bank electronically, using telephone lines in most cases. There are no geographic restrictions, you do not need to visit Budapest Bank and queue there. However, what is most important is that the time of information flow is shortened. There is always accurate information in relation to accounts.

	
	Budapest Bank Business Terminal currently provides information on the updated status of accounts several times a day. The system has a modular structure, and is capable of supporting HUF, foreign exchange, group payment, deposit and roll-over credit management and the postal payment orders. Its huge advantage is that it can easily be adjusted to other systems too.

	
	Since this system has been developed in Hungary, it complies with Hungarian standards, supports GIRO and group payment order formats, as well as the foreign exchange transfer order format, regulated by National Bank of Hungary (MNB). If you are a user of Budapest Bank Business Terminal, you can expect comfort and reliability of the know-how, which has been accumulated in years.

	
	This service represents a new quality standard in serving customers.

	
	Budapest Bank Business Terminal, and its predecessor based on DOS is one of the first such systems implemented in Hungary.


	To whom do we propose the system?

	
	
[image: image1.wmf]
	The spread of computer technology affects more banks and financial institutions, as well as individual and corporate businesses.

	
	This development has made it possible to establish a computer link between the accounting systems of financial institutions, i.e., in this particular case Budapest Bank, and the account holder. With this link customers may dispose over their accounts, give various orders, and inquire about the current status of their accounts without visiting the bank.

	
	Budapest Bank Business Terminal supports dataflow between the accounting system of Budapest Bank and the Customer, and thus Customer can record current account data easier.

	
	We recommend the use of Budapest Bank Business Terminal to all customers who like fast, accurate and comfortable administration.

	
	We also recommend the use of Budapest Bank Business Terminal to all those who have a computer, or have their own automated accounting system or intend to use the services of Budapest Bank Business Terminal through the connection of computers. 


	What does Budapest Bank Business Terminal mean?

	
	Budapest Bank Business Terminal is a system supporting communication built through telephone or Internet connections between the account managing branch and customer using computer programs.

	
	The system basically consists of two modules. One runs in the bank and the other one runs at the customer. The two must be synchronised in compliance with very strict requirements, otherwise the connection cannot be built. Synchronisation must take place when the program is installed.
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	What do you need to use Budapest Bank Business Terminal?

	
	The requirements of using the system, for information purposes only:

· an account kept by Budapest Bank, and the contract defining the use of the system,

· IBM PC computer, with at least INTEL P200 processor, and colour SVGA monitor,

· at least 130 Mbyte free hard disc capacity,

· Budapest Bank Business Terminal installation CD,

· Windows 2000, Windows NT or Windows XP operating system,

· Hayes-compatible data transmission modem, with at least 33,600 baud speed or extant Internet connection,

· telephone line, which may also be an extension, engaged only for the period of data transmission,

· laser or dot printer,

· Internet Explorer 4.01 or lager version.


	Review of the system structure
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	Box 1 – Customer – BB Business Terminal – Modem

Box 2 – Customer – BB Business Terminal – Modem – Printer
Box 3 – Budapest Bank – BB CM Central System – BB CM Central Database – Communication Server – Central Bank Accounting System

In the middle – Private Internet line – Modem – Internet Service Provider – Private Internet line

	
	The customer needs to use a modem or Internet for connecting to Budapest Bank. However if the connect is with modem, physically an Internet service provider, assigned by the bank, must be approached first. The Internet connection with a closed access, offered by the Internet service provider, allows for connection to the Communication Server.

	
	The data traffic generated by Budapest Bank Business Terminal always takes place through the Communication Server. The sent orders are prepared for processing in the BB CM Central System. After the completion of the preparatory operations on transactions, they are sent to the Central Bank Accounting system, from which received information are sent back to the customer’s Business Terminal using the same data path.


	Services offered by Budapest Bank Business Terminal 

	
	Budapest Bank Business Terminal supports the following tasks:

· sending HUF and foreign exchange transfers to legal entities and private individuals within Budapest Bank and outside Budapest Bank,

· management of HUF and foreign exchange transfer orders within the account managing branch,

· draw a personal foreign currency check, sending a foreign currency check, import collection, submission of transactions by the bank,

· sending VIBER transfers,

· sending HUF prompt collection orders,

· management of group payment orders, including also management of authorisations,

· management of deposit fixing and breakup,
· management of roll-over credit call and amortisation,

· management of postal payment vouchers and cash transfer orders,

· sending orders from the customer’s own accounting system, and data supply for the customer’s own accounting system,

· data supply on the status of processing of transactions,

· query of actual account information,

· query of actual deposit and credit information,

· expansive query of actual and archive items, and sorting according to several criteria,

· query of exchange rates,

· processing can also be operated in a network environment, based on authorisations allocated separately to individual users,

· user management by user's entitled to this.
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	Budapest Bank Business Terminal supports equally HUF,  foreign exchange transfers, group payment, deposit and roll-over credit management and the postal payment orders!




	Advantages of Budapest Bank Business Terminal

	
	· The service offers an opportunity to query of the actual account balance and actual deposit and credit information at any time during the day. This provides an advantage to customers with which they receive accurate information on liquidity before submitting their transfer orders.

· Data communication is up-to-date and protected at several levels.

· Full compliance with legislation related to HUF, foreign exchange, group payment, deposit and roll-over credit management and the postal payment orders is a basic function of the program, thus it is not necessary to confirm transactions separately by fax. This involves further cost benefits Customers in relation to human resource savings.
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	Budapest Bank Business Terminal supports the entire account turnover and it may be installed at several sites too.




	Components of Budapest Bank Business Terminal security

	
	· Budapest Bank Business Terminal program supports financial transactions, and therefore sufficient security is a fundamental interest of all users. 

· The system installed at the customer must be protected, minimising opportunities of unauthorised access, and communication also needs protection in order to secure data transmission.


	About security without taboos

	
	The Budapest Bank Business Terminal is in essence such a computer program, which contacts the bank system by communication network, it forwards customer's orders, instructions to bank, and it visualizes results and confirmation to be sent by bank.
Thus the security of system depends on security level of three constituents (customer side, network communication channel, bank system). The Budapest Bank operates his information technology system according to high level security claims, so we needn't worry about security level of bank side. Data stream between customer program (Business Terminal) and bank system is warded by fast encryption and other cryptographic assets, so we needn't fear our data are accessible or commutable of incompetence during forward.

	
	But security of customer side too is necessary to attainment of full security. Although Budapest Bank does one's best that the Business Terminal as computer program operates the more secure, there are so warning yet, which are unavoidable without co-operation of terminal user customer. Let's see several examples, which ones are these!

· Malign program (so-called worm) can gain access onto the computer directly from the network using the sensibility of the terminal running computer.

· Malign program can gain access onto the computer using the sensibility of other network communication programs (e.g. Web-browser) of the terminal running computer or using the inadvertence of user (e.g. in e-mail coupling arriving program, virus, from file splitting site downloaded file).
· Hostile person accesses to the terminal running computer physically and installs program of malice prepense, copies or modifies classified information on the q. t.

· Hostile person accesses to the terminal running computer physically and on the q. t. attaches keyboard-observer tool, with which passwords can be stolen.

· Data fishing. Hostile persons send e-mail on behalf of bank, with which the user can be coaxed to site approach to bank webpage, where they try to induce the customer to give his name and password used to Business Terminal.

	
	The malign program came into terminal running computer can steal the user's password or classified data to be stored on computer watching the keyboard. (The terminal stores the classified data, but the attacker may try to solve the enciphered data.) In possession of the stolen passwords and/or classified information the attacker can do bank operations on behalf of real customer, with his authorizations; he can access to classified data and he can modify data too.

	
	Fortunately we can eliminate contingency to be set out simply with several precaution and prudent user attitudes. We suggest providing toward of correct safeguard of customer site as follows:
· Let's separate the Business Terminal running computer from public network with firewall operated by technician. If this isn’t possible (e.g. in case of minor company) let's install personal firewall on computer. (This is advisable in case of functioning business firewall, as security extending expletive measure.) The direct admission to network of malign program can be prevented with firewall or personal firewall.

· Let's install the reliable virus protection on the Business Terminal running computer, and let's provide for up-to-date of virus-database all the time. The malign codes can be filtered out with this, which is come in as e-mail attachment or downloaded file or in other wise.
· Let's go in for installing the security reparations produced to operation system. (In case of Windows system let's keep in mesh the Windows Update function.) We can close a hole the operation system level vulnerability can be exploited by malign program, with this.
· Let's go in for installing the security reparations produced (e.g. web-browser) to network communication programs used on computer. We can close a hole the application level vulnerability can be exploited by malign program, with this.

· Let's use the computer for work alone! For example don't let us download the files from external file share servers, don't let us use the (Internet) prompt message sender service, don't let us look suspicious/unknown web-sites, etc. We can anticipate the accession of malign programs through the vulnerability of network communication programs with this.
· Let's manage circumspectly the mails from unknown source or from known sender with unusually subject or text. Don't let's open attachment from uncertain source, etc. We can anticipate the accession of malign programs through the mail system with this.
· Let's use the built-in entitlement system of operation system. Let's set in the licence so that only those users attain the Business Terminal and its files, who uses effectively. We make difficult the incompetent copying of private information from computer with this.
· Let's provide for physical protection of the Business Terminal running computer. Only authoritative persons access to computer. We can eliminate the direct installation of malign programs, hardware keyboard-observer tools, or incompetent copying of private information with this.
· Let's give our name and password only in adequate window of Business Terminal, never on website.

· Don't let us use easy guessable password.

· Let's keep on the security settings of Business Terminal ("Logging of data modification", "Control of contra account according to account information").

	
	We can augment the security along, if we store the own signatory key on moving media. We can prevent the expropriation of our keys, if a hostile person access physical to the Business Terminal running computer by our absence. (Although the system stores the keys cryptic, so they can't be used direct, if they get into incompetent hands, but the offender try to back-quarry.) Let's store the media of keys certainly to safe location, e.g. locker.


	Security elements in Budapest Bank Business Terminal

	
	In a system where the data of the program are used by several people at the same time, the database must be duly protected, which is achieved with the following security components:

· only users can know their passwords, and they have to change them every 90 days,

· each user receives the password generated by the bank in a separate PIN envelope,

· during the first login each user has to change the password, therefore even knowledge of the passwords generated by the bank will not allow login to the program later,

· the database is protected by password. This password is different for each customer, and for security’s sake even customers do not know it,

· the communication password is different for each database and it has to be set up during the first communication (activation), thus bank employees do not know it either,

· the data in the database are stored with a control amount and therefore if someone tries to make an unauthorised change in an accepted and signed transaction, it gets stuck in verification when it is sent,

· using the encrypted key for signature, an individual control amount is created for each transaction which can only be decoded using the public key, which is individual for each user, stored by the bank,

· only the users indicated in the contract can initiate signed transactions, and even they can only do so if they are authorised to sign the orders in accordance with the specimen signature,

· the use of terminal can be prohibited between 00 a.m. and 12 p.m., and therefore in the case of an assumed abuse the thief may obtain a database which probably has already been blocked by the bank,

· it is also possible to authorise the use of only one site, in which case the data on the floppy disc cannot represent a break-in opportunity for anybody else.

	Important
	Since it follows from the above components that use is linked to the database, physical protection of the database is very important, but it can be achieved by allocating the right authorisations.

	
	Unfortunately, viruses can also cause unexpected surprises and therefore a virus check, program must be run through the system occasionally, and the backup should be created of the database. The program contains a function for that (it is the BT.MDB file).

	Note
	The program has virus protection, which means that there is an automatic warning after a virus attack.

It is also possible that on such occasions the program has only been damaged, for example, due to an error in a storage tool, but the protection does not distinguish between damage and virus!


	Protection of communication
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	Transfer files are coded using the DES encryption algorithm required in international standards.

	
	The files created this way are encrypted using a public key encryption algorithm, which guarantees the identity of sender and receiver. The key used for encryption is individual, different for each customer.

	
	A separate login name and password is required for communication. The communication module uses a special protocol, and if someone does not have it or the system, no valid connection can be built with the central server system.

	
	Foreign and Hungarian experts have reviewed the security of communication, and found the communication link with a closed modem and with Internet too absolutely secure.


	Budapest Bank – Business Terminal
	7
	User Manual



_1057050826

_1140806473.vsd

_1055577966

